Regular Reports of Information Processing Office
E RS

2. Regular Reports (FEHAIR )

@ Detection Status of Computer Virus (A E 1—429 1)L iR HIKR)

Most computer virus in January 2014 was a variant of “Win32/Bundled.Toolbar.Ask”. This is not computer
virus, but it may inflict and act as malicious threat in the computer system. Therefore, it is detected as a
potentially unwanted program by most anti-virus software.

They have been trying to infect with your PCs through easy routes, such as USB memory, HDD, and so on.
Of course, the Center’s security software has been detecting them. However, at least, PLEASE look over
the following information.

1. Create "Autorun.inf" folder on the top of removable media.
http://www.cseas.kyoto-u.ac.jp/info/security/ (in English and Japanese)

2. Update of the computer security
http://www.csaes.kyoto-u.ac.jp/info/en/2012/01/3118
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* “Auto-Detection” is the number of a malware which can be detected by our anti-virus software.
[Auto-Detention Total]: 5,955 (since August 2009), 2,225 (FY2013)

* “Discovery” is the number of cases for the infected malware or false detection discovered by us.
- In most of cases, it is the newly-discovered computer virus which cannot be detected by anti-virus software.
[Discovery Total]: 14 (since August 2009), 3 (FY2010), 0 (FY2011-2012), 4 (FY2013)

* “Incident” is the number of cases of the message from external organizations, such as other departments, the
network center, or the police.
[Incident Total]: 3 (since August 2009), 0 (FY2010-2012), 0 (FY2014)

[Status Report of detection computer virus in January 2014]
* 109 computer viruses were detected among 31 PCs.

Detection Rate
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[ Win32/Bundled Toolbar. Ask FODTE...
[ JS/FBook.NAX O/ DAS
[ Win32/TnstallCore ITOHEBAE SBF L.
Il JS/ Agent NKW FOADAS
[ Win32/Bundled. Toolbar Gooele...
[ Win32/Softonic Downloader. ECOTRAE..

[ ¥in32/Instal|Brain BHOEEE <.
B JS/Kryptik.AH FOADARS

[ in32/ ExpressDownloader HOEAE ..
I Win32/InstallCore.F JODTEFE SBELA..
[ Win32/IhstallCore IXDEETE FHE L.
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I Win32/OpenlnstallDTIE SEL<HL aThE..
[ Win32/ Toolbar Widei ADEETE SELL..

[ PHP/Obfuscated F SBE LA\ STREENSS..

[ Win32/NextLive.d SBE LA\ BTREMNES..
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