How to detect computer virus for external media using Linux LiveCD
- Only check of function of autoplay/automatic infection -
October 21%, 2009 Information Rocessing Office in CSEAS, Kyoto University

Note: All cases are not the computer virus even if the system finds out the virus. Because in

case of the product CD or USB memory, sometimes, this autoplay function is installed.

1. Preparation
(I) Please make the Linux Live CD.
a  Download “ISO image file” from the following URL.
http://ring.aist.go.jp/pub/linux/knoppix/iso/knoppix_v6.0.1CD_20090208-20090225

_opt.iso
* KNOPPIX 6.0.1 Japanese version (LCAT) 600MB

b Burn the ISO image to CD-R using CD writing software.

(IT) Please change the priority of CD boot to the top in BIOS menu.
* Please see the handling manual for your PC about BIOS setting.
* In case of DELL PC, pleas try to click [F12] button at several times during boot menu

(Until Windows Starting logo) . If you succeed it, the boot selection menu will appear.
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2. Well, you insert Linux LiveCD to DVD/CD drive.
Restart PC.
4. When the screen in the figure below appears, please input the following command.

boot: lang=us

a)ln case that you use the monitor above

5 1024x768 size,(exp.1280x1024)

g & ] boot: screen=1280x1024

% b)In case that you want to use other
ADRIANE £ ORI language menu, (exp.English)

boot: lang=us

Kn O p p I x 6 %In case of both of a) and b),

CD/USB-Version - Release Information: http://knopper.net/knoppix/ boot. hngzus SCI‘een=1280X1024

NOPPIX U6.0.1 http://uaas.knoppix.de/ RELEASE: 2009-02-08 (2003-02-25 J)
boot :

Please input [F3] if you want to know

>>> KNOPPIX U6.0.1 CHEATCODES (F1 for main page)

he KNOPPIX autoconf iguration scripts accept the following about more detall Optlon_

pot options, which can be combined:

knoppix lang=usicsidaideiesifriitinlipliruiski... Set keyboard/language In case that you use Japanese Keyboard’

knoppix desktop=1xdeikdeignomeif luxboxiwmakeritwm... Chose desktop if avail.
knoppix screen=1280x1024 depth=24 Use given resolution for graphics

knoppix tohd=/dev/hdal Copy to harddisk .
£b1280x1624 | £b1024x768 | £HBOOX6EO Use framebuffer graphics (notebooks) you cannot IIlI)llt
knoppix acpi=off nolapic hpet=off nodma “Cheats", can solve problems 1
knoppix vsync=85 hsync=78 85Hz vert. ~» 78kHz horiz. monitor res . . CEADD
Knoppix 2 Runlevel 2, textmode only this trouble, please try to input “*” button.

knoppix nof{scsiipcmciaiusbiagpiswapiapmiapicimceiddc} turn off HW-detection

9

mark. If you occur

ore information can be found inside directory “KNOPPIX".

boot: knoppix lang=us_

Then, please type “Enter”.

5. Then, the following Linux OS starts up.
elcome to Knoppix 6 based on MICROKNOPPIX?

inux Kernel 2.6.28.4, 581 MB RAM.

PU @: Intel(R) Core(TM)Z2 Duo CPU T?788 @ 2.48GHz @ 2398MHz, 4896 KB C
noppix 6 found at: s/dev/hdb
p>> Starting in Live-Mode. LK
p>> Please do not remove medium until shutdown? <L
INIT: version 2.86 booting

Bystem Setup...

6. Please wait until the desktop screen appears. Then, you try to insert the external media, such as

USB memory and USB HDD..

2/6
<BASE: KNOPPIX 6.0.1>



How to detect computer virus for external media using Linux LiveCD

7.

8.

- Only check of function of autoplay/automatic infection -
October 21%, 2009 Information Rocessing Office in CSEAS, Kyoto University

Please click “My Documents” in the desktop. Then, the screen in the right figure below
appears. Please click “USB Flash Memory” button in the left side menu.
A

File Edit Go Bookmark View Tool
IR BE X CRAI
“ knoppix |

ol

.—. M Desktop

9 USB Flash Memor Desktop
My

_ Floppy Drive
Documents knX6ip

Then, The screen in the figure below appears.

File Edit Go Bookmark View Tool Help

R IR D) i‘ﬁ /media/sdal

2 knoppix _
M Desktop \;;4 \;;4
% USB A autorun.inf DCIM.exe smss.exe
_ Floppy Drive
knx6jp

Then, please click the icon of “View as Detailed List” referring the following figure.
If you find out “Autorun.inf”, please contact the information processing office.
If you cannot contact us, please see next step.

If you cannot find out “Autorun.inf”, please skip to the step 10.

ok O d
[ View BCEEE File Edit Go Bookmark View Tool ﬂglp

@ Refresh F5 —— .
Side Pane > @B - @ Q|| ||/media/sdal
Show Hidden Files  Ctrl+H = & knoppix Name -
Sort... » . [ Desktop ~autorun.inf
View as |cons K UsB . DCIM.exe
View as Compact List _ Floppy Drive .. smss.exe

VView as Detailed List N knx6jp

(D You click the right button in your mouse on “Autorun.inf” file. Then, you try to delete it.
When you can delete it, please do next section(Il), else please select “Properties” and

“How to change a file to the writable mode.” in sub item.
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Name v | Size T

aute % Open with "Leafpad"

. DCIN Open with... >

w SIS & Cut Ctrl+ X

Copy Ctrl+C

§ Delete Delete

& Rename F2
Compress

@ Properties Alt+Return

a  How to change a file to the writable mode

Please check on all of “Write” buttons in the “Permissions” menu.

= >
General S
Owner: knoppix
Group:  knoppix
Owner: Read Write Execute Set UID
Group: Read Write Execute Set GID
Other Users: Read Write Execute Sticky

¥ Cancel & ok

(I) You click the right button in your mouse on “Autorun.inf” file. Then, you try to delete it.

autorun.in « open with "Leafpad"

. DCIM.exe Open with... >
¢ smss.exe y cut Ctri+X
Copy Ctri+C
¥ Delete 5 Delete
% Rename F2

Compress
© Properties Alt+Return

(IIT) If the screen in the figure below appears, please see next step.
This error means, “This external media set up read only mode”. Thus, you need to change

this mode to writable mode.
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/NN X

Really delete selected files?

(IV) Then, if you find out the following extension “exe”, please try to delete it if you don’t
need it.

-- [Optional Name].exe

10. [How to take off your external media.]
Please do the right click on your device name (like USB) in the left side menu of “My

Documents”. Then, you try to select “Unmount File System”.

42 knoppix Narme
S 20p . DCM.«

-2 USB . smss.
_ Floppy Mount File System

knX6if Unmount File Sys m

Then, this name will change to “USB Flash Memory”. Then, you can take of your media.
"

File Edit Go Bookmark View Tool

R R AR N AN

“ knoppix
M Desktop < t
® USB Flash Memor Desktop
_ Floppy Drive
knx6jp

* Then, if you have other media, please repeat between the step 4 and 8.

5/6
<BASE: KNOPPIX 6.0.1>



How to detect computer virus for external media using Linux LiveCD
- Only check of function of autoplay/automatic infection -
October 21%, 2009 Information Rocessing Office in CSEAS, Kyoto University

11. After your finish all operation, please turn off your computer. Please click “K” icon and select

“Log out”. Then, please click “Turn Off Computer” button.

R
Logout LXDE session?

%5 Sound & Video »
# Graphics » - [6] Shutdown
Preferences »
System Tools  » Ll Reboot
) Internet »
“ Suspend
Office »
&~ Accessories » [€] Hibernate
Run
&2 Logout
® Logout S
1 » S Cancel

12. When the screen in the figure below appears, please take off CD from CD/DVD drive. Then,

you type “Enter” button.
Shutdown complete.

[ 1123.1437581 SysRq : Emergency Sync

[ 1124.153464]1 SysRq : Emergency Remount R/0
Please remove CD, close cdrom drive and hit return [Z minutesl.
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