[October 2023]

Most malicious software (malware) on October 2023 was a variant of “JS/Agent”.This case is an unwanted
potential website which an illegal code is embedded. The category is trojan horse. By making a user access a
cracked website, the malware will try to download a malware, to forcibly display an illegal advertisement, or to rip

Malicious Software Detection Report
<V =T kR R

Jan 19th , 2024 Editor: Kitani

Recent Malware Trends (BT D~ /L0 =7 @A)

FY2023 Malware PCs | TOP Malware

April 335 17 JS/Adware.TerraClicks. A
May 395 22 | JS/Agent.PHC

June 579 12 JS/Agent. PHC

July 135 22 JS/Agent.OGH

August 367 17 OSX/BuhoCleaner.A
September 161 20 JS/Adware.TerraClicks.A
October 99 20 | JS/Agent.PIV
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off a web browsing history.
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For the Center’s members.
The Center’s security software has been blocking the detected malware but please check your security software
(latest virus definition, not too old software) in your PC if you have a private PC that needs to protect malware
by yourself. Then, if you worry about the information infrastructure regarding the information security, please
contact the information processing office.
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At least, PLEASE check the following prevention measures.
Flo, ARKTH FTREDORRITT AENSF =y 7L TIEEN,

1. Create "Autorun.inf" folder on the top of your removable media.
SEBAT 47 DRy 72T Autorun.inf| 7 4V Z EAERLT D
A lot of malware tries to overwrite “Autorun.inf” file on the top of a removable media because Windows OS
automatically carries out a program by loading “Autorun.inf” setting when the media inserts to a PC. b
Therefore, the malware has lurked into a hidden area and it tries to act by loading “Autorun.inf” file. Simple
malware is a failure of the overwriting of the “Autorun.inf” file if the “Autorun.inf” folder exists. This is
a small-scale security prevention measure, but please cooperate for reducing the infection to removable
media.
NI =T DL, INBAT 47 DRy 7T Autorun.inf 7 7 ANV EVERR L, YA AT IO LET, 2
13, Windows OS 3MBAT AT Z85He T DB/, T DT 7 A/ EPNIZi B a2 F =y 7L TFEITLEOE
T57-0T7, b L Autorun.inf 7 4/VE NTFAET HE, Bz~ /L0 =7 O34 . Autorun.inf ~D E XA
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2. Update of the computer security (OSX°7 VDX 27 4 H 25312 1)
http://www.cseas.Kyoto-u.ac.jp/info/security (in English and Japanese)



http://www.cseas.kyoto-u.ac.jp/info/security
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Transition of Malware Detections since 2017

Auto-Detection of Computer virus
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* “Auto-Detection” is the number of malware which can be detected by our anti-virus software.

[Auto-Detention Total]: 42,150 (since August 2009) , 23,399 (since January, 2017 / new Center)
FY FY2017 | FY2018 | FY2019 | FY2020 | FY2021 | FY2022 | FY2023
Total 3,784 1,931 3,256 5,752 3,999 1,552 2,071
AVG(day) | 10.37 5.29 9.72 15.76 11.00 4.25 9.68




