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Recent Malware Trends (BTt~ /L7 =7 #fj[])
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[April 2025]
Most malicious software (malware) was a variant of “JS/Voluum”.This case is an unwanted potential application

in a website related to a popup system.
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For the Center’s members.
The Center’s security software has been blocking the detected malware. However, please ensure your security
software (with the latest virus definition and not too old) is up to date on your PC, especially if you have a
private PC that requires personal malware protection. If you are worried about the information infrastructure
regarding information security, please contact the information processing office.
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At least, PLEASE check the following prevention measures.
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1. Create an "Autorun.inf" folder on top of vour removable media.
IBAT 47 Dby 71T Autorun.inf | 7 4V Z ZAVERL T2
A lot of malware tries to overwrite the “Autorun.inf” file on top of a removable media because Windows OS
automatically carries out a program by loading “Autorun.inf” settings when the media is inserted into a PC. b
Therefore, the malware has lurked in a hidden area, and it tries to act by loading the “Autorun.inf” file. Simple
malware is a failure of the overwriting of the “Autorun.inf” file if the “Autorun.inf” folder exists. This is
a small-scale security prevention measure, but please cooperate to reduce the infection to removable

media.

~ N7 T DELE, IEBAT 4T D712 Autorun.inf 7 7 AV EVERR L, G T XHELET, I
1%, Windows OS WM AT 47 45kt 3 HBRC, ED T 7 ANMIENI N T ET =y /7L TEITLEOE
TAHDTT, L Autorun.inf 7 +/VX WIFELET HL, Hfli/p~/L7 =7 O4A . Autorun.inf ~D E XA
ARG ET, 2T/ C R X 27 P R ISRV ET D, i BT RNB 220 ET,

2. Update of the computer security (OS°7 7'V DX 27 4 H iz 5312 )
https://info.cseas.kyoto-u.ac.jp/services-ja/security-ja
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Transition of Malware Detections since 2017
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* “Auto-Detection” is the number of malware that can be detected by our anti-virus software.

|Auto-Detention Total]: 47,197 (since August 2009), 28,446 (since January 2017 / new Center)
FY FY2017 | FY2018 | FY2019 | FY2020 | FY2021 | FY2022 | FY2023 | FY2024
Total 3,784 1,931 3,256 5,752 3,999 1,552 2,499 4,348
AVG(day) | 10.37 5.29 9.72 15.76 11.00 4.25 6.83 11.91
FY FY2025 | FY2026 | FY2027 | FY2028 | FY2029 | FY2030 | FY2031 | FY2032
Total 271
AVG(day) | 9.03




